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Delay-Optimal Transaction Order Fairness

ZHUO CAI, The Hong Kong University of Science and Technology, Hong Kong SAR, China
AMIR GOHARSHADY, University of Oxford, United Kingdom

Transaction order fairness is emerging as a critical defense against Miner Extractable Value (MEV) and
censorship, problems that traditional consensus protocols exacerbate by seeking only standard consistency
and liveness. This work stands among the few to rigorously address these issues through a strong, fine-grained
fairness definition. Existing schemes settle for (1) coarse “block-order fairness” [Kelkar et al. 2023, 2020],
which still permits intra-block manipulation, (2) “bounded unfairness” [Kiayias et al. 2024], which incurs
high computational overhead, or (3) median timestamp ordering [Kursawe 2020; Zhang et al. 2020], which is
susceptible to manipulation. We propose an alternative driven by delay optimality.

We revisit Approximate-Order-Fairness (AOF), which mandates that if a fraction ¢ of nodes receive transac-
tion tx at least time 6 before tx’, then tx must be ordered before tx’. Although prior work dismissed AOF using
impossibility reductions to the ideal but impossible receive-order-fairness [Kelkar et al. 2020], we observe that
the reduction relies on an overly restrictive assumption of logical-round-based clock functionality. In practice,
especially in modern blockchain applications, we can use global physical time to circumvent the reduction.
We identify a robust feasible region where Condorcet cycles are provably impossible: in a permissioned system
of n nodes of which f are Byzantine, under a fully synchronous network with delay Async, for any k € Z*,
(¢, 0)-AOF is feasible for any ¢ > 1 — % and 0 > Async/k. We design protocols that achieve AOF without
relying on a fixed delay parameter 6. Instead, they dynamically compute the optimal 6 for each block based
on the observed transaction profile, ensuring the strongest possible fairness guarantee under current network
conditions. This feature also makes the protocols robust against limited asynchrony. We also provide a com-
prehensive comparison of AOF with existing definitions, demonstrating that AOF offers a compelling fairness
alternative while maintaining practical efficiency.

CCS Concepts: » Theory of computation — Distributed algorithms; - Security and privacy — Dis-
tributed systems security.

Additional Key Words and Phrases: Blockchain, Consensus, Transaction Ordering Fairness

Full-Version Note

This manuscript is the full version of the brief announcement to appear at PODC 2026 [Cai and
Goharshady 2026].

1 Introduction

Blockchain systems have evolved from simple payment networks to complex decentralized com-
puting platforms. The central problem of blockchain consensus has traditionally focused on two
properties: consistency (all honest nodes agree on the same log) and liveness (valid transactions are
eventually included). This problem has a rich history in distributed computing, with protocols rang-
ing from classical PBFT [Castro and Liskov 1999] to modern blockchain-optimized variants such as
HotStuff [Yin et al. 2019], Algorand [Gilad et al. 2017], and recent DAG-based advances [Danezis
et al. 2022; Guo et al. 2020; Keidar et al. 2021; Miller et al. 2016; Spiegelman et al. 2022]. However,
neither property constrains the actual order of transactions within the log. This gap has been
exploited by adversarial actors—often miners or validators—to extract value from users (Miner
Extractable Value or MEV) through manipulation tactics such as front-running, back-running, and
sandwich attacks [Daian et al. 2019], or to engage in censorship.

Authors’ Contact Information: Zhuo Cai, zcaiam@connect.ust.hk, The Hong Kong University of Science and Technology,
Hong Kong, Hong Kong SAR, China; Amir Goharshady, amir.goharshady@cs.ox.ac.uk, University of Oxford, Oxford, United
Kingdom.
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A variety of mechanisms have been proposed to mitigate these negative externalities. Proposer-
Builder Separation (PBS) [Heimbach et al. 2023] decouples block construction from block proposal
to reduce centralization risks, but effectively preserves MEV extraction by shifting it to specialized
builders. To combat censorship, inclusion lists [Fox et al. 2024] (or CR-lists) force proposers to
include specific transactions, yet these often require multiple slots to be effective, leaving short-term
censorship vectors open. Cryptographic approaches such as threshold encryption (commit-reveal
schemes) [Choudhuri et al. 2024] and economic mechanisms such as MEV burning [Mazorra et al.
2022] introduce significant latency and protocol complexity. Despite these efforts, these solutions
often function as patches rather than root-cause fixes.

As a fundamental alternative, the property of transaction order fairness has emerged as a critical
third requirement. Intuitively, fairness requires that the ledger’s order reflects the order in which
transactions were received by the network. Achieving this in a distributed system is non-trivial
due to network latency; nodes receive transactions at different times, and malicious nodes can
manipulate their reported timestamps.

The formal study of this problem was initiated by Kelkar et al. [Kelkar et al. 2020], who defined
Receive-Order-Fairness by drawing parallels to social choice theory [Arrow 1951]. This definition
requires that if a sufficient fraction of nodes receive tx before tx’, then tx must be ordered before tx’.
They proved that strictly satisfying this property is impossible due to the Condorcet paradox [de Car-
itat Condorcet 1785], where pairwise local orderings form a global cycle (e.g., A < B < C < A).
To circumvent this, they proposed Block-Order-Fairness and the Aequitas protocol. They later
proposed an improved implementation called Themis, which reduces communication cost and
guarantees standard liveness for the same fairness notion (referred to as Batch-Order-Fairness in
Themis) [Kelkar et al. 2023]. This relaxation allows transactions involved in a paradox to be batched
into the same block. Other works have explored different relaxations: Pompé [Zhang et al. 2020]
orders transactions based on aggregated timestamps but assumes weaker adversarial conditions;
Blind Order Fairness [Choudhuri et al. 2022] aims to hide transaction contents to prevent value
extraction; and recent optimizations such as those by Mu et al. [Mu et al. 2024] focus on efficiency.

Another approach, Timed-Order-Fairness, used by the Wendy protocol [Kursawe 2020], imposes
an ordering constraint only when there is a strict time separation between transactions—specifically,
when all honest nodes receive tx before any honest node receives tx’. While this definition avoids
cycles, it is relatively weak because it leaves valid ordering constraints undefined for the vast
majority of transactions whose propagation windows overlap. Ramseyer and Goel [Ramseyer and
Goel 2024] further analyzed the fundamental latency trade-offs inherent in such approaches.

Most recently, Kiayias et al. [Kiayias et al. 2024] introduced Bounded Unfairness, quantifying
fairness by the number of positions a transaction can be displaced relative to its “fair” position.
They relate finding the optimal ordering to the Directed Bandwidth problem. While this offers a fine-
grained metric, finding the optimal bound B is NP-hard. Their protocol Taxis offers approximations,
but the computational complexity remains high for the optimal calibration (exponential in the
size of the cycle components). Furthermore, a position-based metric does not directly capture the
nature of front-running attacks: displacing a transaction by even a single position (e.g., ordering an
attack transaction immediately before a victim transaction) is often sufficient for value extraction.
Thus, bounding the displacement to B positions does not necessarily prevent the attack.

1.1 Our Approach: Approximate-Order-Fairness

In this work, we revisit and rigorously analyze Approximate-Order-Fairness (AOF) [Kelkar et al.
2020]. While this property was previously considered in the literature, it was largely dismissed
as impractical or strictly weaker than Block-Order-Fairness due to impossibility reductions. We
challenge this perspective by demonstrating that a significant, practical “Feasible Region” exists
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where AOF provides guarantees that are more practically relevant than both Block-Order and
Timed-Order fairness for preventing ordering attacks.

Current definitions suffer from a fundamental blindness: they rely on binary voting (“Did A
arrive before B?”) without considering the magnitude of the time difference. This loss of information
allows a rushing adversary to manipulate the ordering of even widely separated transactions by
constructing artificial Condorcet cycles (see Section 3).

Unlike Aequitas, which batches paradoxical transactions, or Wendy, which requires strict sepa-
ration, AOF introduces a parameterized delay § and minimum support threshold ¢. Also unlike
Taxis, which minimizes positional displacement, AOF enforces a strict pairwise ordering constraint
tx < tx’ whenever the fairness condition is met. Combined with 6, this effectively restricts the
attacker’s available window for manipulation.

Our definition requires that if a ¢ fraction of all nodes receive tx at least 6 time before tx’, then
tx precedes tx’ in the final ledger. This approach is delay-optimal: it seeks to identify the minimum
time gap 6 required to guarantee a consistent global ordering without Condorcet cycles.

Novelty: Delay vs. Latency. It is crucial to distinguish our fairness delay 6 from transaction
confirmation latency. While latency measures the time until a transaction is finalized on-chain, 0
serves as a filter to distinguish statistically significant orderings from network jitter.

e When 6 approaches 0, our definition converges exactly to the original Receive-Order-
Fairness [Kelkar et al. 2020].

e Crucially, 0 is distinct from the network synchrony bound Agync. The trade-off between the
voting threshold ¢ and fairness delay 6 is non-trivial: by increasing ¢ (requiring stronger
consensus) and assuming a higher honest ratio h, we can achieve fairness for arbitrarily
small 6 < Agync. This allows us to enforce fine-grained ordering even for transactions
arriving close together, far below the standard synchrony window. The protocol designer
has the flexibility to choose (6, ¢) based on the desired security trade-off.

Physical Time vs. Logical Impossibility. Our results are enabled by a shift to a Timed-Synchronous
Execution Model appropriate for modern blockchains. This setting is characterized by fast com-
putation and slow communication: nodes operate at GHz frequencies with high-resolution local
timers, while network propagation (Async) takes milliseconds to seconds. Prior impossibility results
(specifically Theorem 4.6 in [Kelkar et al. 2020]) rely on a “padding” argument where an adversary
inserts empty logical rounds to stretch the timeline, arguing that approximate fairness implies
strict fairness on a “faster” network. This reduction holds in round-oblivious models but fails in our
time-aware model. An adversary can insert logical rounds, but cannot pause the physical clocks of
honest nodes. A node can distinguish between a transaction sequence arriving with large physical
gaps (satisfying 0) and a sequence arriving in a “padded” but physically compressed window. This
observational power breaks the reduction, validating AOF as a strictly weaker and achievable
property in the physical world.

Case Study: Breaking Fairness Cycles. The practical power of AOF is enabling strict ordering
where others fail. Consider a 3-transaction cycle (detailed in Section 6) where network jitter causes
pairwise majorities to perceive tx4 < txg < txc < txa. Existing Block-Order schemes would
batch all three into one unordered block. Bounded-Unfairness schemes might force an arbitrary
linearization (e.g., txa, txc, txp) that violates the strong signal of tx4 < txg. In contrast, AOF
examines the time gaps. It identifies that the “return edge” txc < tx4 relies on a gap smaller than 6
(indistinguishable from jitter) while the other edges are strong. AOF filters out this noise, breaking
the cycle and producing the correct strict linear order tx4 < txp < txc.
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1.2 Our Contributions

We focus on the standard synchronous network setting with dissemination delay Agync and up to
f < n/3 Byzantine faults. Our specific contributions are:

(1)

®)

The Timed-Cycle Impossibility (Theorem 3.1): We present a fundamental result show-
ing that existing fairness definitions (Block-Order, Bounded-Unfairness) cannot guarantee
the ordering of tx4 before txp even if every honest node receives tx4 minutes before txp.
We prove that an adversary can always construct a chain of “chaff” transactions to form
a Condorcet cycle, forcing the protocol to batch or reorder tx4 and txg. This highlights
the necessity of incorporating time magnitude into the fairness definition. Furthermore,
we expose the associated Unbounded Dependency Problem, where such cycles can extend
indefinitely into the future, forcing protocols to choose between indefinite waiting or risking
fairness violations. AOF resolves this dilemma via bounded temporal locality.

Feasibility Characterization of AOF: We formalize and analyze Approximate-Order-
Fairness (AOF). We refute the intuition that this property is universally impossible or strictly
weaker than batching schemes. By explicitly incorporating time delay 6, AOF captures
the physical constraints of the network that prior reductions ignored. We illustrate that it
provides more precise ordering guarantees than Block-Order-Fairness in valid parameter
regimes.

Feasibility and Impossibility Results: We provide a rigorous analysis of the parameter
space (6, ¢). We identify the infeasible region where Condorcet cycles can still form (e.g.,
when 0 < Agyn/k for certain ¢), and the feasible region where AOF is strictly achievable.
This establishes the fundamental limits of ordering fairness in synchronous networks.
Delay-Optimality and Advantage: We show that our scheme achieves optimal delay for
consistent ordering.

e Compared to Block-Order-Fairness, AOF prevents the “cycle attack” (Contribution
1) by filtering out weak edges.

e Compared to Bounded Unfairness, AOF targets time directly—the resource attackers
need. In DeFi contexts such as sandwich attacks, position bounds are often insufficient:
being placed five slots after the attacker can be just as harmful as being placed one slot
after. AOF guarantees strict precedence (txa before txp). Moreover, our protocols run
in polynomial time and achieve an optimal delay that is at most Agyy, and can be even
smaller in a Agync-synchronous network.

Efficient Protocols: We present two leader-based protocols that achieve AOF, using the
well-understood HotStuff architecture to reach consensus on the set of transaction reports
for each block. The resulting efficiency is similar to efficiency-optimized Themis [Kelkar et al.
2023]: theoretically O(n) communication per transaction using SNARK-based aggregation,
and practically O(n?) without SNARKs.

e A Synchronous Protocol based on Sync HotStuff [Abraham et al. 2020]. We show
that under full synchrony, a malicious leader cannot exclude honest reports (requir-
ing a f + 1 quorum to validly reject a report, which is impossible against an honest
sender), ensuring the full honest voting power is preserved for fairness. This setting
demonstrates the peak capability of AOF.

e A Partially Synchronous Protocol based on standard HotStuff [Yin et al. 2019].
This variant adapts to network conditions, albeit with a potentially reduced effective
honest ratio due to leader influence. In both cases, the ordering is determined by a
deterministic function of the accepted reports, preventing leader manipulation where
fairness does not dictate a specific order.
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Scope and Limitations. We address three primary model assumptions.

First, AOF assumes access to a roughly synchronized global clock. While finding a perfect
global clock is theoretically difficult, modern distributed systems (especially permissioned or
high-performance blockchain clusters) routinely achieve synchronization (via NTP or GPS) with
precision far finer than the transaction latency Agync. AOF requires only that clock drift be small
relative to 0, a practical constraint.

Second, the concept of AOF relies on some level of network synchrony. However, our protocol
design shows that AOF is robust to minor asynchrony. Importantly, AOF degrades gracefully under
instability: (1) a small fraction of nodes suffering asynchrony are effectively modeled as Byzantine
faults (tolerated up to f); (2) under large network shifts where the actual network delay exceeds
Agync for the majority of nodes, AOF might not enforce the ordering constraints specified for
synchronous networks, but this is still acceptable for two reasons: (a) AOF can dynamically adjust
0 based on observed network conditions, allowing it to maintain some fairness guarantees even
when the actual delay is unbounded; (b) during severe network instability or large-scale partition,
blockchain protocols usually face a trade-off between strict safety and prioritized liveness, leaving
order fairness a less important consideration.

Third, we employ a unified network model. Unlike prior works that differentiate between client-
to-node (external) and node-to-node (internal) delays [Kelkar et al. 2020], we model transaction
dissemination as a single process governed by Async. By requiring honest nodes to immediately
forward received transactions to their peers, we guarantee that if any honest node receives a
transaction, all honest nodes receive it within Ay, effectively collapsing the distinction into a
single comprehensive bound.

2 Preliminaries and Model

Timed-Synchronous Execution Model. Unlike classical round-based models where time advances
only through discrete steps, we model the system using a continuous global physical time 7 € R.
Each node i maintains a local clock C;(7) that progresses at a rate close to physical time, with
bounded drift . We assume a Modern Blockchain Setting characterized by “Fast Computation,
Slow Communication”.

(1) Global Time 7: The physical reference time.

(2) Local Clocks C;: Nodes have access to high-resolution local timers. Modern CPUs operate at
GHz frequencies, allowing timestamping precision orders of magnitude finer than network
latency.

(3) Network Latency Invariant: We assume the maximum delay is Async. We assume that local
processing and transmission times are negligible compared to Async, which is reasonable
given the high computational throughput of modern nodes. Thus, the dominant factor in
message delivery time is network latency, not local computation or queuing delays.

(4) Observation: A node i receiving a transaction tx at physical time 7 records a timestamp
ts; (tx) = Ci(7).

This distinction between logical rounds and physical time is crucial. In classical models, an adversary
can simulate a slower network by inserting “empty rounds”. In our model, “silence” takes physical
time, which is observable by honest nodes’ local clocks.

Notations. We denote the set of all nodes by S with |S| = n, the set of honest nodes by H with
|H| = hn, and the set of adversarial nodes by A. We consider two settings for the honest ratio h:
in the synchronous setting, we assume h > 1/2 following Sync HotStuff [Abraham et al. 2020]; in
the partially synchronous setting, we assume h > 2/3 following HotStuff [Yin et al. 2019]. We use
Async to denote the maximum network delay for guaranteed dissemination among honest nodes.
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0 denotes the time-delay parameter for Approximate-Order-Fairness, and ¢ denotes the voting
threshold.

In the synchronous setting, we enforce an additional availability constraint: if a proposal omits
a report from node i, the leader must provide a cryptographic proof of exclusion (either two
equivocating signatures from i or signatures from f + 1 nodes attesting they did not receive i’s
report). In the partially synchronous setting, we do not require the leader to explain missing reports.

Synchrony Assumption and Transaction Dissemination. We assume a standard synchronous net-
work model where any message sent by an honest node is received by all honest nodes within Agync.
Crucially, we do not distinguish between an “external network” (client-to-node) and an “internal
network” (node-to-node). Instead, we model transaction dissemination as a unified process: we
require that upon receiving a valid transaction tx, an honest node immediately forwards it to its
peers (if not already received). This ensures that if at least one honest node receives tx at time ¢, all
other honest nodes are guaranteed to receive tx by time ¢ + Agync. Thus, we use Agync as the single
comprehensive bound for network latency.

Partial Synchrony. While our primary analysis focuses on the synchronous setting providing the
strongest fairness guarantees, we also consider partially synchronous networks for our protocol
design in Section 5. We adopt the standard model [Dwork et al. 1988]: there exists an unknown Global
Stabilization Time (GST) and an unknown delay bound A. The network behaves asynchronously
before GST (messages can be delayed arbitrarily) and synchronously after GST (messages between
honest nodes are delivered within A).

Adversary Model. We assume a static Byzantine adversary that can corrupt up to n(1 — h)
nodes. The honest ratio A is strictly greater than 1/2 in the synchronous setting given by Sync
HotStuff [Abraham et al. 2020], and strictly greater than 2/3 in the partially synchronous setting
aligned with HotStuff [Yin et al. 2019]. The adversary can coordinate the corrupted nodes to deviate
from the protocol in any way. The adversary can also delay or reorder messages sent by honest
nodes within the bounds of [0, Async], but cannot forge messages.

Unlike Aequitas [Kelkar et al. 2020], which relies on complex primitives such as FIFO-BC or
Set-BA, we adopt a simpler report-based approach similar to Themis [Kelkar et al. 2023]. In each
consensus slot (block), nodes submit their local timestamp vector containing timestamps for all
transactions they have received but not yet finalized. The consensus protocol (e.g., HotStuff or Sync
HotStuff) then agrees on a vector of reports (a set of signed timestamp vectors from different nodes).
The validity of a block depends on External Validity conditions: (1) each included report must
be correctly signed by the corresponding node; (2) the block must contain reports from at least
n — f nodes; and (3) the final transaction ordering in the block must be the deterministic result of
applying the fairness function to the set of accepted reports.

2.1 Formal Fairness Definitions

We now formally define the related fairness notions. Let the final ledger ordering be a sequence
L = (tx,txg, . ..), where tx < tx’ denotes tx precedes tx’. Let Block(tx) and Indexy (tx) denote the
block number and index of tx in L.

Definition 2.1 (Receive-Order-Fairness [Kelkar et al. 2020]). A protocol satisfies ¢-receive-order-
fairness if:

[{i € S :ts;(tx) < ts;(tx)}| = on = tx < tX’ (1)
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Definition 2.2 (Block-Order-Fairness [Kelkar et al. 2020]). A protocol satisfies ¢-block-order-
fairness if:

I{i € S: ts;(tx) < ts;(tx')}| = pn = Block(tx) < Block(tx") (2)

Block-order-fairness is a weaker notion than receive-order-fairness, as it only requires that
tx is not placed in a later block than tx’, allowing for some reordering within the same block.
Receive-order-fairness requires a strict ordering of transactions based on the majority reception
times. Block-order-fairness is also used in Themis [Kelkar et al. 2023] under the name “batch-order-
fairness”.

Definition 2.3 (Bounded Unfairness [Kiayias et al. 2024]). A protocol satisfies bounded-unfairness
if:
[{i € S :ts;(tx) < ts;(tx')}| = on = Index(tx) — Indexy (tx") < B (3)

Bounded unfairness is a relaxation of receive-order-fairness that allows for some bounded
reordering (up to B positions) even when a majority of nodes receive tx before tx’. When B = 0,
bounded unfairness reduces to receive-order-fairness.

Definition 2.4 (Timed-Relative-Fairness [Kursawe 2020]). A protocol satisfies timed-relative-
fairness if when all honest nodes receive tx before any honest node receives tx’, then tx <y tx’.

max ts; (tx) < mints;(tx’) = tx < tx’ (4)
ieH jeH

Definition 2.5 (Median-Timestamp-Fairness [Zhang et al. 2020]). A protocol satisfies median-
timestamp-fairness if it orders transactions based on the median of reception times: tx < tx’ if
median({ts;(tx)}ics) < median({ts;(tx") }ics).

Finally, we define Approximate-Order-Fairness (AOF), the focus of this work. Unlike definitions
that condition blindly on reception order, AOF introduces a time delay parameter 6 and a minimum
support threshold ¢.

Definition 2.6 (Approximate-Order-Fairness (AOF) [Kelkar et al. 2020]). A protocol satisfies ¢-
approximate-order-fairness if for any two transactions tx and tx’, if at least a ¢ fraction of all nodes
receive tx at least 0 time before receiving tx’, then all honest nodes deliver tx before tx’.

{i € S:ts;(tx) +0 < ts;(txX)} = on = tx <p tX’ (5)

Pruning vs. Non-Pruning. Under the Agy,.-synchrony assumption, honest timestamps for the
same transaction must fall within a strict time window of size Agyn.. Theoretically, protocols
could enforce this by pruning reports that deviate significantly from the cluster, treating them as
adversarial. However, this approach relies heavily on perfect synchrony and requires nodes to
agree on a fixed parameter Agync, making the system brittle to temporary network instability where
actual delays exceed Agync. In contrast, a non-pruning approach accepts all signed reports and filters
outliers solely through the fairness bounds of the ordering function. This makes the protocol robust
to real-world latency fluctuations, as nodes do not need to enforce a rigid Agyn. parameter during
execution; Agync serves only as a variable for feasibility analysis, not a protocol constant. Given that
pruning adds significant communication overhead and fragility without yielding a substantially
larger feasible parameter space, we adopt the no-pruning setting as our default model for the
main analysis and protocol design. We relegate the theoretical discussion of the pruning setting to
Section 7 for completeness.
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Monotonicity of Feasible Parameters. If approximate-order-fairness can be achieved with parame-
ters 0 and ¢, then it can also be achieved with parameters §’ > 0 and ¢’ > ¢. This is because if
tx <go tX’, then tx <g, tx’. Therefore, an ordering of transactions that satisfies approximate-
order-fairness with parameters 6 and ¢ also satisfies approximate-order-fairness with parameters

0’ and ¢’.

3 The “Timed-Cycle” Limitation of Existing Definitions

A stronger fairness definition should naturally provide stronger guarantees against adversarial
manipulation. However, we identify a limitation in existing feasible fairness definitions (Block-Order
and Bounded-Unfairness): they typically define fairness based on the fraction of nodes reporting
relative orderings, without explicitly accounting for the magnitude of time differences. We formalize
this limitation as the “Timed-Cycle Theorem”.

3.1 No Guarantees from Purely Vote-Based Definitions

Intuitively, if all nodes receive transaction tx, significantly earlier than txp (e.g., 10 minutes apart),
a robust fairness notion should guarantee tx4 < txg. However, existing definitions often rely solely
on pairwise majority votes. We show that, conceptually, an adversary can construct a Condorcet
cycle involving tx4 and txp via a chain of intermediate transactions. Under strict adherence to these
definitions, such a cycle could allow tx4 and txp to be batched or reordered, thereby technically
satisfying the fairness definition even if tx4 arrived much earlier.

THEOREM 3.1 (TIMED-CYCLE WEAKNESS). Consider a system with n honest nodes and network
delay bound Async. For any majority voting threshold ¢ € (1/2,1) and any arbitrarily large time gap
D > 0, there exists a set of transaction arrival times (a profile) such that:

(1) All nodes receive tx4 at least D time before txp. (i.e., Vi, ts;(txg) — ts;(tx4) > D).
(2) There exists a set of auxiliary transactions {txy, ..., tx,} such that the pairwise majority
preferences form a cycle: txg <, tx; <y tXg <y *+* <y tXm <4 tx4.

Combined with the unanimous txy < txp, this forms a global cycle, formally allowing standard
Condorcet-based definitions to order txp before txs or leave them unordered.

Proor. The intuition is that even when tx; <, tx;, the average timestamp of tx; might be larger
than that of tx;. The ¢ fraction of nodes that receive tx; before tx, might receive tx; immediately
before tx,, while the remaining 1 — ¢ fraction of nodes can receive tx; after tx, by a large margin.
By chaining such transactions, the consistent average timestamp shift moves the window bounds
in the reverse direction.

We construct a specific execution profile to demonstrate the existence of such a cycle. Let Agync
be the network delay bound. Let k = [1/(1 — ¢)] + 1. Pick a value 6 such that 0 < § < Agync/k. Let
A = Agync —ké > 0. Let m = [(D + €)/A"] for any € > 0.

We define the arrival times for the anchor transactions txs and txg as:

o Vie S :ts;(txa) =0.
o Vie S :ts;(txg) = D.
Condition (1) is satisfied directly.
We now construct the sequence of transactions txy, ..., tx, such that txg <, tx; <, --+ <,

Xmk+1 <(P tx4.
Phase 1: Initial Step (txg — tx;) We partition the nodes into two groups:

e Group Si‘”e with weight ¢: receive tx; at D + 4.
e Group Sfarly with weight 1 — ¢: receive tx; at D + 6 — Agync.
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For the pair (txp, tx;), the group S{“te observes timestamp D for txg and D + é for tx;. Since the
weighted size of Si“te is @, we have txg <, tx;. The timestamp spread is exactly Agync, ensuring
validity.
Phase 2: Intra-Epoch Transitions (tx;-; — tx;) For 1 < i < k, we define the arrival times as
follows:
e Group S of weight 1 — i(1 — @) receives tx; at D + i3.

early
i

e Group S of weight i(1 — ¢) receives tx; at D +id — Agync.

Consider the transition from tx;_; to tx;. The set of nodes observing tx;_; < tx; consists of:

(1) The group that remains “late” in both steps (D + (i — 1) — D + id).
(2) The group that remains “early” in both steps (D + (i — 1)§ — Agync — D +i6 — Agync).

The only nodes that observe a time decrease (and thus tx; < tx;_;) are those that switch from
the “late” group of tx;_; to the “early” group of tx;. The weight of this switching group is exactly
(1-0(-1)(1-¢)) —(1-i(1-¢)) =1- ¢. Consequently, the weight of nodes observing the
forward order tx;_1 < tx; is 1 — (1 — ¢) = ¢. Thus, tx;_; <, tx; holds.

Phase 3: Epoch Reset (tx; — txi4) After k steps, the “early” group has grown and the “late”

group has shrunk. At the reset step, we move all nodes in the late group of round k to the left group.

. . . 1
This time, we use a 1 — ¢ fraction of nodes in Szar Y to form S]lc‘fff,
Searly

k+1

and all remaining nodes form
. The arrival times for tx;,; are:

late
k+1

e Group S;izly of weight 1 — ¢: receive txyq at D + (k +1)6 — 2Agync.

e Group S,%4¢ of weight ¢: receive txj4q at D + (k + 1) — Agync.

Comparing tx; (where the early group was at D + k§ — Agync) With txgq: The group of weight ¢
(subset of the previous early group) sees timestamps increase from D+kd—Agync to D+(k+1)6—Agync,
preserving the forward order. The remaining nodes see a large time drop. Since weight ¢ supports
the order, tx; <, txj; holds. Critically, the timestamp bounds have shifted from [D+8—Agync, D+9]
for tx; to [D + (k+1)6 — 2Agyne, D + (k +1)6 — Agync] for txgiq.

Closing the Cycle By repeating this process over multiple epochs, the timestamp interval shifts
left by exactly Agync — k6 every k steps. Since Agync > k&, this is a net decrease. After m epochs, we
construct a transaction tx;,s; where all reception times are strictly less than 0. Comparing tX,,x+1
(all times < 0) with tx4 (all times 0), all nodes unanimously agree tx,x+; < txa. This completes the
Condorcet cycle: txg <, tx1 <4+ <p Xmis1 <p txa <, txp. m]

3.2 Implications for Fairness Models

This theorem highlights a gap between the intuitive expectation of approximate-order-fairness and
the formal guarantees of fairness notions that do not use timestamps:

e Block-Order-Fairness (Aequitas): Upon detecting the cycle txq — -+ - — txg — ...txa,
a protocol satisfying Block-Order-Fairness is permitted to batch all involved transactions
into a single block. While specific implementations might employ heuristics to break ties
within such cycles and order tx4 before txp, the definition itself does not mandate this strict
ordering, treating the large time gap as irrelevant once a cycle is formed.

e Bounded-Unfairness (Taxis): This definition requires finding a specific linearization that
minimizes unfairness. However, theoretically, the definition allows for valid linearizations
where txg could precede tx, if the cumulative weight of the cycles favors it, or allows txp
to be placed much closer to tx,4 than the time gap suggests. Again, implementations might
avoid this, but the definition does not explicitly forbid it.



10 Zhuo Cai and Amir Goharshady

The Consequences for DeFi. In Decentralized Finance (DeFi), time is generally the critical factor.
Under weaker definitions, if tx4 (user trade) acts as a pivot in a cycle involving txp (attacker trade),
the formal guarantees ensuring tx4 precedes txp vanish. The adversary can potentially exploit this
“definition gap” by flooding the network with “chaff” transactions (tx; .. . txx) to create cycles. AOF
aims to render this theoretical attack impossible by explicitly filtering out the “chaff” edges (where
gaps < 0) and preserving the strong tx4 — txp edge.

3.3 The Unbounded Dependency Problem

A further critical consequence of Theorem 3.1 is the Unbounded Dependency Problem. The con-
struction of the cycle tx4 < txp < tx; < -+ < tx; can be extended indefinitely. An adversary can
continue adding txg41, tXg+2, - . . effectively “pulling” the dependency chain from the arbitrarily
distant future back to the present.

Existing literature, including Aequitas [Kelkar et al. 2020] and Themis [Kelkar et al. 2023], has
identified and discussed this issue of potential long-range dependencies in Condorcet cycles. Our
contribution here is to provide formal reasoning about the time span of these dependencies relative
to the fairness parameter. While implementations of existing protocols may achieve correct ordering
in practice, their fairness definitions do not inherently capture or bound these time-span anomalies.

For protocols aiming to satisfy fine-grained fairness (like Aequitas or Taxis), this creates a
theoretical dilemma for block production at any time ¢:

(1) Wait Indefinitely: To safely order tx4 (received at t) according to the definition, the
protocol must theoretically ensure no future transaction txz will form a cycle back to tx4.

(2) Risk Fairness Violation: If the protocol decides to cut and finalize a block, it risks a future
transaction revealing a valid cycle that retroactively complicates the ordering graph.

AOF Solution: AOF solves this by providing a “clean cut”. Because we only enforce tx < tx” when
there is a significant gap 0, typical short-interval dependencies (close to Agync) are filtered out. If
we cut collection at time ¢, we can be certain that no transaction received after t + 8 can possibly
O-precede any transaction received before t. This bounded dependency is crucial for practical,
low-latency consensus.

4 Possibility Result

In this section, we present our main possibility result for achieving AOF in a synchronous network,
ignoring communication and computation costs.

Notation - Precede Relation. For two transactions tx and tx’, let Jy(tx, tx’) denote the set of nodes
among the n nodes § participating in the transaction-ordering scheme that receive tx at least 6
before tx’.

Ty(tx,tx') = {i € S : ts;(tx) + 0 < ts;(tx') }

We say there is a (0, ¢)-precede relation between tx and tx’, denoted tx <, tx’, if | Zy(tx, tx")| = ne.
When the context is clear, we omit the subscripts and simply write 7 (tx, tx") and tx < tx". Using
the above notation, AOF requires that for any two transactions tx and tx” such that tx < tx’, tx be
delivered before tx’.

Protocol Design. The transaction-ordering protocols in this section do not consider communi-
cation and computation costs; the goal is to achieve AOF with the tightest possible parameters.
Upon receiving a transaction, each node records the receive time and runs a Byzantine broadcast
protocol for the transaction together with its timestamp. Under the assumption that the network
is Agync-synchronous and more than 2/3 of the nodes are honest, Byzantine broadcast protocols
terminate in bounded time when the broadcaster is honest. By Byzantine broadcast, if an honest
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node i confirms a transaction tx with timestamp ¢ from a node j, all other honest nodes also confirm
that node j received tx at time ¢. Therefore, all honest nodes have the same view of when each node
receives each transaction. Our transaction-ordering mechanism outputs an order of transactions
based on the timestamp view of all nodes and the existing blockchain prefix, both of which are the
same in the view of all honest nodes. Therefore, all honest nodes output the same new block and
blockchain consensus is achieved. Such a protocol is highly inefficient in practice. In later sections,
we discuss more efficient protocols for ordering transactions while satisfying AOF.

Feasibility and Precede Loops. AOF with parameters 6 and ¢ is possible if and only if there is
no sequence of transactions txj, txs, ..., txg such that tx; < txg, txg < txs, ..., txp—1 < txg, and
txr < tx;. We call such a sequence a (0, ¢)-precede loop. If there is a (0, ¢)-precede loop, then AOF
with parameters 6 and ¢ is impossible because the ordering constraints in the loop contradict one
another. If there is no (0, ¢)-precede loop, then AOF with parameters 6 and ¢ can be achieved by
topologically sorting the directed graph formed by all transactions as nodes and all (6, ¢)-precede
relations as directed edges.

Parameter Space for ¢. For AOF to be meaningful, ¢ should be in the range (1—h, h].If ¢ < 1-h,
then the adversary has enough votes to impose an arbitrary order on any two transactions even
though all honest nodes receive them in the opposite order. If ¢ > h, then even if all honest nodes
receive transaction tx at least 6 before transaction tx’, they do not have enough votes to impose a
constraint that delivers tx before tx” when the adversary does not cooperate.

THEOREM 4.1. (Infeasible parameters without pruning) Under a Agync-synchronous network, in a
system where an h fraction of nodes are honest, for any positive integer k such that 1 — h/k < h,
ie,k < h/(1— h), AOF without pruning cannot be achieved with parameters 0 < Agync/k and
¢ <1-h/(k+1).

Proor. Define a function f : Z* — R as

Fm) = ko, mksn -1

k+1 m(k +1) (1-h

f is a monotonically increasing function. When m = 1, (1) = k/(k + 1). When m — oo, f(m) —
(k/(k+1)h+1-h=1-h/(k+1).Forany ¢ < 1—h/(k+ 1), there exists a positive integer m
such that ¢ < f(m). We prove that (Async/k, ¢)-AOF is infeasible by constructing a sequence of
m(k + 1) transactions txo, txy, ..., tXyk+1)—1 that form a (Agync/k, f(m))-precede loop.

Partition honest nodes into k + 1 groups Hy, Hi, . . ., Hj, each containing an h/(k + 1) fraction
of all nodes. For each group #; and each transaction tx;, all nodes in H; receive tx; at time
((i + j) mod (k + 1)) - Agync/k. It is easy to verify that this construction does not violate the
Async-synchrony assumption, as for each transaction tx; the timestamps fall into a Async-sized time
window [0, Agync]. For each pair (tx;, tx;y1) (defining tx,,(x+1) = txo for notational simplicity), k
groups of honest nodes receive tx; before tx;;; by time Agync/k.

Partition adversarial nodes into m(k + 1) groups Ag, Ay, ..., Am(k+1)-1, €ach containing a
(1= h)/(m(k + 1)) fraction of all nodes. For each group A; and each transaction tx;, all nodes in
Aj receive tx; at time ((i+j) mod m(k +1)) “ Async/k. For each pair (tx;, tx;41), m(k+1) — 1 groups
of adversarial nodes receive tx; before tx;; by time Agync/k. Overall, for each pair (tx;, tx;;1), the
fraction of nodes in 7 (tx;, tx;1) is (k/(k+1)) -h+ ((m(k+1) = 1)/(m(k+1))) - (1= h) = f(m) > ¢.
Therefore, tx; < tx;4; forall 0 < i < m(k +1) — 1. These m(k + 1) transactions form a (Async/k, ¢)-
precede loop. O
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Fig. 1. Feasible and infeasible parameters for AOF without pruning bad reports (when h = 0.7). Green
areas indicate feasible parameters, red/gray areas indicate infeasible parameters, and dashed lines indicate
unknown areas.

THEOREM 4.2. (Feasible parameters without pruning) Under a Agync-synchronous network, in a
system where an h fraction of nodes are honest, for any positive integer k such that1 —h/k < h, i.e.,
k < h/(1 - h), AOF without pruning can be achieved with parameters 6 > Agync/k and ¢ > 1 —h/k.

Proor. We prove Theorem 4.2 by analyzing the time window in which honest nodes receive
each transaction. We first prove the special case of k = 1. Our Agync-synchrony assumption ensures
that, for each transaction, the timestamps of all honest nodes receiving it fall into a time window
of size Agync. Assume for the sake of contradiction that there is a (6, ¢)-precede loop tx; < txy,
txs < txs, ..., txj_1 < tx;, and tx; < tx;. For each transaction tx;, let [s;, e;] be the time window in
which all honest nodes receive tx;. For simplicity, define transaction tx;;; as an alias of tx;. For
eachiin1,2,...,1], since tx; < tx;y1, at least ¢(> 1 — h) nodes receive tx; at least 0(> Agync) before
tx;s1, and at least one such node n; is honest. By definition of the time windows, ts,, (tx;) > s; and
tsy, (tXir1) < eipq1. By the precede relation, tsp, (tx;) < tsp, (txj41) — 0 < ts,, (tX;41) — Agync. Chaining
the inequalities, we have s; < tsp, (tx;) < tsp, (tX;+1) = Async < €141 — Async. In short, s; < ;41 — Agync.
Since ej11 — Sis1 £ Agyne, We have s; < s;;q for every i. This implies s; < s;41 = s;, which is a
contradiction.

Now we prove Theorem 4.2 for the case where k is an integer larger than 1, using a more fine-
grained time-window analysis. Assume for the sake of contradiction that there is a (6, ¢)-precede
loop tx; < txy - - < tx; < tx;. For each precede relation tx; < tx;;;, more than a 1 — h/k fraction of
nodes are in I (tx;, tx;;+1). This implies that less than an h/k fraction of nodes are not in 7 (tx;, tX;1).
In particular, fewer than hn/k honest nodes are not in 7 (tx;, tx;41), which accounts for less than a
1/k fraction of all honest nodes.

Let the earliest timestamp among all honest nodes receiving tx; be t. By the precede relation
tx; < txy, more than a (k — 1)/k fraction of honest nodes receive tx, at or after t + 6 > t + Agync/k.



Delay-Optimal Transaction Order Fairness 13

The remaining less than 1/k fraction of honest nodes receive tx; after t + (1/k — 1) Agync due to
Async-synchrony. The following lemma generalizes this induction.

LEMMA 4.3. Under a Agync-synchronous network, in a system where an h fraction of nodes are
honest, under approximate-order-fairness parameters 6 > Agync/k and ¢ > 1 — h/k, for any integer
i€ {0,1,....k — 1}, if tx, < txp and at least a (k — i)/k fraction of honest nodes receive tx, at
or after some time t, which also implies that the other at most i/k fraction of honest nodes receive
txq at or after t — Agync, then more than a (k — i — 1) /k fraction of honest nodes receive tx; after
tis1 =t +0 >t + Agync/k. The remaining less than (i + 1) /k fraction of honest nodes receive tx;, after
t+ (1/k = 1)Agync.

Proor. Among the at least (k — i) /k fraction of honest nodes that receive tx, at or after time t,
more thana (k—i)/k—1/k = (k—i—1)/k fraction of honest nodes are in J (txg, tx;), and therefore
receive txp at or after ¢ + 0. The remaining less than (i + 1) /k fraction of honest nodes receive tx;
at or after ¢ + (1/k — 1)Agync due to Agync-synchrony. m]

We can apply Lemma 4.3. Given that more than (k — 1) /k fraction of honest nodes receive tx;
after time t + Agync/k, we can infer that more than (k — 2)/k fraction of honest nodes receive
txs after time ¢ + 2Async/k. By repeatedly applying the lemma for k times we show that for any
integer i € {2,...,k + 1}, more than (k — (i — 1))/k fraction of honest nodes receive tx; after
t+ (i—1) - Async/k. In particular, for i = k + 1, more than 0/k = 0 fraction of honest nodes receive
txgsq after t + k - Agync/k = t + Agync. This implies that all honest nodes receive txy; after t.

Recall s; denotes the earliest time when an honest node receives tx;, the above analysis shows
that s; < sg.1. The above analysis starts from tx;, but can also start from any other tx; in the loop,
to get sp < Sk42s -« Si—k < SI, SI—k+1 < St - - -» S < Sk. Summing over these [ inequalities, we get
S1+S2+- -+ < S1+S2+- - - +57, which is a contradiction. The proof for theorem 4.2 is complete. O

4.1 Trade-off between Granularity and Consensus Strength

The results above reveal a fundamental trade-off between the time granularity 8 and the consensus
strength characterized by the voting threshold ¢.

¢ High Robustness (k = 1): When the required time separation is large (6 > Async), AOF is
feasible with a voting threshold slightly above 1 — h. This means that even with a simple
majority of honest nodes (and minimal adversarial tolerance), we can enforce ordering for
clearly separated transactions. This corresponds to the standard synchronous model where
Async is the unit of observation.

¢ High Granularity (k > 1): As we demand finer-grained ordering (6 ~ Async/k), the protocol
requires a significantly higher voting threshold ¢ > 1 — h/k. For large k, ¢ approaches 1,
meaning almost unanimous agreement is needed to safely order transactions with small
time differences. This essentially means that extraordinary claims (ordering close events)
require extraordinary evidence (near-unanimity).

This flexibility allows system designers to tune the fairness parameter (6, ¢) based on network con-
ditions and security requirements. For instance, a DeFi exchange might prioritize high granularity
(large k) to prevent fine-grained front-running, accepting that this requires a very healthy network
state (high ¢ availability). Conversely, a general-purpose chain might prioritize robustness (small
k), guaranteeing ordering only for clearly separated events while maintaining liveness even under
adversarial pressure. Such a parameterizable trade-off is a unique advantage of AOF compared to
rigid definitions such as Timed-Order Fairness.
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5 Efficient Leader-Based Protocols

We present leader-based protocols that leverage the well-understood architectures of modern BFT
consensus, such as HotStuff [Yin et al. 2019], to achieve approximate-order-fairness with quadratic
communication complexity (O(n?)) in the straightforward implementation. As in Themis [Kelkar
et al. 2023], optimal O(n) communication is achievable using SNARK-based aggregation.

The core idea is to separate the consensus on the set of reports from the ordering logic.

(1) Consensus: The leader and committee reach consensus on a set of timestamp reports R to
be considered for the current block.

(2) Ordering: The final transaction order is determined by a deterministic function Order(R).
This function applies the graph-based ordering logic (constructing the (6, ¢)-precedence
graph and topologically sorting it) to the agreed-upon reports.

Crucially, because Order(-) is deterministic, a malicious leader cannot manipulate the transaction
order freely; they can only influence the order by manipulating the input set R (e.g., by excluding
honest reports). We present two variants: a Synchronous Protocol that prevents such exclusion,
and a Partially Synchronous Protocol that trades some fairness strength for adaptability.

5.1 Deterministic Ordering Function

Before detailing the protocols, we define the common ordering function Order(R). Given a set
of reports R = {Ry,..., Ry} where each R; contains timestamps for transactions, the function
proceeds as follows:

e Choosing Transactions: Reports may contain different subsets of transactions. We adopt
a deterministic selection method. Since it depends on network properties, we describe the
methods for the synchronous and partially synchronous protocols separately.

e Pairwise Thresholds: For every pair of transactions (tx,, tx;), compute the available
support for precedence. Let A;(txg, txp) = ts;(txp) — ts;(tx,). We calculate the ([¢n])-th
largest value among these differences in R, denoted ©.

e Graph Construction: For a target delay parameter 0, construct a directed graph where an
edge tx, — txp exists if ©,p > 6.

e Acyclicity and Sorting: Find the smallest 6 > 0 such that the graph is acyclic. The final
order is the topological sort of this graph.

5.2 Synchronous Protocol (Sync HotStuff)

In a fully synchronous network with bound Agync, we can achieve the strongest fairness guarantees.
We build upon Sync HotStuff [Abraham et al. 2020], which simplifies the view-change logic and
improves commit latency compared to partially synchronous variants.

5.2.1  Protocol Overview. We define a deadline for report submission in each slot (block), T4, by
which every node should send its timestamp report to every consensus node. At time Tyq; + Agync,
for each node i, if it does not receive the report from node j, it sends a signed absence vote about j
to the leader. At time Tyq; + 2Agync, the leader starts the Sync HotStuff protocol to reach consensus
on a block for the slot, making a proposal that includes the block as well as the set of reports R.

5.2.2  Transaction Selection. When we aim to achieve AOF with 6 > Ay, we simply select all
transactions tx such that at least ¢ > 1 — h fraction of nodes report tx before T4 — Async. This
guarantees that an honest node reports tx before Tyq; — Async, so every honest node should report
tx before Tyy;. For any report that does not include tx, we can assign a default timestamp for it as
the 1 — h’s largest timestamp among all reports for tx plus Agync, which is guaranteed to be before
Tyar- If any transaction tx” possibly precedes tx, at least ¢ fraction of nodes report tx” before tx,
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and at least one honest node j is in it. This also ensures that tx’ is selected similar to tx. Therefore,
we guarantee to select all transactions that can possibly precede tx. The same logic applies to all
transactions. Our selection method ensures a “clear cut”, that the selected transactions are exactly
those that can possibly precede tx according to the reports.

For 6 > Agync/k and ¢ > 1 — h/k, we can use a more aggressive selection method to achieve the
same clean-cut effect. The intuition draws from the proof of Theorem 4.2, where for a sequence of
transactions tx; < - - < tx,, the time window of transaction tx; gradually shifts rightward.

5.2.3 Validity Conditions. To integrate fairness into the consensus layer, we enforce strict validity
conditions on the proposed blocks. A block B carrying a set of timestamp reports R is considered
valid if and only if:

(1) Report Integrity: The block must contain a set of validly signed reports R = {Ry,..., R}
where each R; is a tuple (i, view;, 0;) signed by node i.

(2) Inclusion Validity (Synchrony): The set R must include reports from all honest nodes.
To enforce this in the presence of faults, if a report from node j is missing (j ¢ R), the block
proposal must include a proof of node j’s equivocation or a Quorum of Absence certificate.
This certificate consists of f + 1 signatures attesting that node j’s report was not received
by the proposal deadline T;;,4x. Since there are at most f malicious nodes, it is impossible to
form such a quorum against an honest node that broadcast its report on time.

(3) Ordering Determinism: The transaction ordering within block B must be the deterministic
result of applying the ordering function to the set of accepted reports R. Any deviation
from this canonical ordering renders the block invalid.

5.24 Fairness Guarantees. Since the protocol forces the inclusion of all available honest reports,
the adversary cannot artificially lower the honest ratio.

e Parameter Preservation: The feasible region for this protocol is identical to the theoretical
bounds derived in Section 4. For any k, AOF is feasible with 6 > Agyn./k and ¢ > 1 - h/k.

¢ Robustness: This setting demonstrates the peak capability of AOF. A malicious leader
has no power to alter the outcome beyond their own private inputs, which are already
accounted for in the f Byzantine fraction.

5.3 Partially Synchronous Protocol (HotStuff)

To support networks where Ay is unknown or unstable, we adapt the approach to standard
HotStuff [Yin et al. 2019].

5.3.1 Validity Conditions. In the partially synchronous setting, we cannot demand the inclusion of
all honest reports, as the leader cannot reliably distinguish between a Byzantine node and a slow
honest node. The validity conditions are relaxed to ensure liveness:

(1) Report Integrity: The block must contain a set of validly signed reports R, similar to the
synchronous case.

(2) Quorum Availability: The set R must contain reports from at least a quorum of n— f nodes.
This ensures that the protocol can proceed even if f nodes are Byzantine or partitioned.

(3) Ordering Determinism: Similar to the synchronous case, the transaction ordering within
the block must strictly follow the output of the fairness function ¥ applied to the included
set R. Validators will recompute the ordering locally based on R and reject the block if the
orderings do not match.
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5.3.2  Effective Honest Ratio and Trade-off. In this setting, a malicious leader can manipulate the
set R. Specifically, the leader can wait for f malicious reports and n — 2f honest reports, ignoring
the remaining f honest reports (claiming they were slow).

e Reduction in Honest Power: The set R has size M = n — f. Within this set, only n — 2f
reports are guaranteed to be honest.

o Effective Honest Ratio (h’): The fraction of honest reports in the consensus set is A’ =
n—-2f
n—f -
This reduction in honest participation weakens the fairness guarantee. The protocol effectively
operates in a subsystem with a lower honest majority.

e Feasibility Condition: To achieve AOF with time parameter 6 > A, /k, where A
denotes the actual max delay, we typically need a voting threshold ¢ relative to the available
reports.

14 n—2f
S1-—=1-— "
Plocal A k(n— f)

e Analysis: While weaker than the synchronous case, this result shows AOF is compatible
with partial synchrony. AOF degrades gracefully: during asynchrony, no fairness is guaran-
teed (as timestamps diverge), but consistency and liveness are maintained. During periods
of synchrony (GST), fairness is restored, albeit with parameters dictated by the worst-case
leader behavior.

The transaction selection procedure used in the synchronous protocol no longer applies, which
means we might lose the clean-cut property across transactions.

5.4 Comparison and Conclusion

e Sync Protocol: Best for high-performance, permissioned settings (e.g., DeFi rollups, consor-
tium chains) where network bounds are reliable. It maximizes fairness granularity (68 — 0)
and resilience (h).

e Psync Protocol: Best for general-purpose, permissionless settings (e.g., L1 blockchains)
where network robustness is prioritized over maximal fairness efficiency. It offers a safe
fallback, ensuring AOF does not hinder consensus liveness.

Both protocols utilize the underlying BFT consensus as a "carrier” for report aggregation, while the
actual ordering logic remains a deterministic function of the aggregated data. This separation of
concerns simplifies implementation and security analysis.

6 Detailed Comparison with Existing Schemes

In this section, we provide a detailed comparison of our Approximate-Order-Fairness (AOF) against
the three primary fairness definitions in the literature: Block-Order-Fairness (used in Aequitas [Kelkar
et al. 2020]), Timed-Order-Fairness (used in Wendy [Kursawe 2020]), and Bounded-Unfairness (used
in Taxis [Kiayias et al. 2024]). We contextualize these comparisons within the standard synchronous
network model where message dissemination takes at most A time.

To ensure a fair comparison, we focus on the intrinsic properties of the fairness definitions
rather than implementation artifacts. We assume the strongest possible implementation for each
fairness notion (e.g., using all-to-all broadcast to maximize information), effectively leveling the
playing field regarding communication complexity. We also assume a benign environment with no
malicious reporting and a fixed synchronous window Agyn. for all protocols. Our comparison thus
focuses on:
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e Granularity and Strength: The ability to order fine-grained transactions and prevent
manipulation.

e Computational Complexity: The algorithmic cost of deriving the fair order from the
collected data (e.g., polynomial vs. NP-hard).

6.1 Comparison with Block-Order-Fairness

Aequitas introduced Block-Order-Fairness to circumvent the Condorcet paradox. Their definition
states that if a sufficient fraction of nodes receive tx before tx’, then no honest node delivers tx in a
block after tx’. This work also defined Approximate-Order-Fairness (AOF) but dismissed it under
Theorem 4.6, arguing that achieving it implies achieving strict fairness on a faster network (which
is impossible if the faster network allows jitter).

o Revisiting the Impossibility (Physical vs. Logical): We argue that the dismissal of AOF
based on Theorem 4.6 in [Kelkar et al. 2020] relies on a “padding” reduction that is invalid
for time-aware protocols. The theorem’s proof constructs a simulation where an adversary
inserts logical “round padding” (silence) to dilate time, arguing that any protocol achieving
approximate fairness implies strict fairness on a faster logical network. While valid for
round-oblivious protocols, this fails in a Timed-Synchronous Execution Model where
nodes observe physical time. An adversary cannot insert physical silence without it being
measured by honest local clocks. A time-aware protocol that checks for physical gaps 6 can
distinguish between a slow physical execution and a “padded” simulation. This breaks the
simulation equivalence: the impossibility of strict fairness on the faster network does not
propagate to approximate fairness on the slower physical network.

o Granularity: Block-Order-Fairness is coarse-grained. If tx and tx’ are involved in a cycle
(or even seemingly innocent concurrent ordering), the protocol is permitted to batch them
into the same block. Within a block, the ordering is arbitrary (or leader-dictated). This
leaves a wide vulnerability window for attackers who can ensure their transactions are
included in the same block as a victim’s transaction, enabling front-running or sandwich
attacks.

e Strength: AOF offers finer granularity. We enforce a pairwise ordering tx < tx” when the
condition is met, without batching. This significantly reduces the intra-block manipulation
window for any pair that satisfies the time-separation condition.

6.2 Comparison with Timed-Order-Fairness

Wendy and other related works use variations of Timed-Order-Fairness (sometimes called Timed-
Relative-Fairness). The typical condition is: if every honest node receives tx before any honest node
receives tx’, then tx < tx’.

e Generalization: AOF is a generalization of this concept. The condition “all honest before
any honest” implies a time separation of at least the network diameter A. In our notation,
this roughly corresponds to requiring 6 > A.

e Coverage: Timed-Order-Fairness is a very strong condition that is rarely met in high-
load systems where transactions arrive continuously and intervals overlap. It provides no
guarantees for the vast majority of transactions where receive times overlap (i.e., when tx
arrives at some nodes before tx” and vice versa). AOF handles these overlapping cases using
the parameterized voting threshold ¢. We can enforce order even when receive intervals
overlap, provided the aggregate time difference is statistically significant (defined by our

feasible (0, ) region).
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6.3 Comparison with Bounded-Unfairness

Taxis introduces Bounded-Unfairness, minimizing the value B such that if a fairness condition is
met, tx is placed no more than B positions after tx’.

e Metric Relevance (Time vs. Positions): Bounded-Unfairness measures error in positions.
However, in financial contexts (e.g., decentralized exchanges), time is the critical resource.
An attacker needs time to observe a victim’s transaction and react. AOF targets this directly:
if an honest user submits tx sufficiently early (0), AOF guarantees tx is executed first,
preempting reactive attacks regardless of the number of other transactions.

e Algorithmic Complexity: Finding the optimal ordering to minimize B is equivalent to
the Directed Bandwidth problem, which is NP-hard. While Taxis employs heuristics or ap-
proximations (such as “Timed-Directed-Bandwidth-Fairness”), the optimal solution remains
computationally intensive. In contrast, AOF achieves its guarantees using polynomial-time
algorithms, specifically by constructing and topologically sorting the AOF graph.

e Delay-Optimality: AOF is designed to find the minimal delay 6 required to order transac-
tions consistently. In Taxis, for the synchronous setting, the bound B is shown to be related
to the number of concurrent transactions within a A window. AOF improves upon this
by proving that for specific (6, ¢) trade-offs, we can achieve B = 0 (strict ordering). Thus,
AOF can be viewed as identifying the conditions under which Bounded Unfairness can be
reduced to zero, providing the strongest possible guarantee for a given network latency.

6.4 Comparison with Median-Timestamp-Fairness

Protocols like Pompé [Zhang et al. 2020] order transactions based on the median of reported
timestamps. While intuitive and computable in polynomial time, median-based ordering is effec-
tively a single algorithm that corresponds to a specific subset of the AOF parameter space. AOF
effectively generalizes this definition; while median-timestamp sorting satisfies AOF under certain
strict conditions, it fails to capture fair ordering in many other valid scenarios, and can be fragile
against manipulation in others.

We analyze the relationship between AOF and Median-Timestamp (MT) to map the landscape of
their equivalence. In valid parameter regions (e.g., 0 > 2Async), MT acts as one valid implementation
of AOF. However, AOF’s flexibility allows it to cover cases where MT fails.

6.4.1 Theoretical Comparison in Honest Environments. We analyze the behavior in an all-honest
setting to isolate the algorithmic differences.

e Regime A: Median Implies AOF (6 > 2Agnc, ¢ > 0). When the fairness delay is very
large (> 2Agync), the AOF condition implies that the reception intervals of tx4 and txp are
disjoint across the entire network. Specifically, the latest possible reception of tx, is earlier
than the earliest reception of txg. Consequently, median(tx4) < median(txp) is guaranteed.
Here, MT naturally solves AOF.

e Regime B: Strong Majority (0 > Async, ¢ > 1/2). If a strict majority (> 1/2) receives tx4
significantly before txg (by Agync), MT also succeeds. Any node i in this majority knows
that all other nodes receive txp no earlier than ¢;(txg) — Agync. Since t;(tx4) < t;(txp) — 0 <
t; (txp) — Async, the median timestamp of txg must be strictly larger than the median of tx4.

¢ Regime C: Small Delay Failure (0 < Ayyn). For smaller fairness delays, MT fails to
recognize valid AOF orderings. We can construct profiles where a ¢-quorum observes
txa <p txp, yet median(txs) > median(txg). Construction: Partition nodes into 3 groups.
Group 1 (p/2) receives (tx4 : t,txp : t + 0). Group 2 (¢/2) receives (txa : t + Agync, txp :
t+ Agync +0). Group 3 (1 — @) receives (x4 : t + Agync, txp : t+0). Groups 1 and 2 satisfy the
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AOF condition. However, median(tx4) is close to t +Agync While median(txg) is close to ¢ +0.
Since 6 < Agync, we inevitably get median(tx4) > median(txp), violating the constraint.

¢ Regime D: Minority Signal Failure (Async < 6 < 2Agync, ¢ < 1/2). AOF allows a minority
signal (if ¢ is low) to enforce order if the time gap is large. MT allows the majority to drown
out this signal. If a minority ¢ sees a gap 6, but the majority sees a small gap, the medians
will be pulled close together, potentially reversing the order defined by AOF.

6.4.2 Fragility and Manipulation. Beyond these theoretical gaps, the reliance on a single statistic
(median) makes straightforward MT protocols fragile in adversarial settings. This vulnerability
has been discussed extensively in [Kelkar et al. 2023], which demonstrates how easily Condorcet
cycles can be manufactured or how medians can be manipulated. We illustrate this with a specific
example relevant to our parameters.

e Example of Fragility: Consider 2 transactions txy4, txg and 5 nodes.
— Nodes 1, 2, 3: Receive tx4 at 0.9 and txp at 1.0 (Gap 0.1).
— Nodes 4, 5: Receive txp at 0.0 and tx4 at 1.9 (Gap 1.9, txp is much earlier).
The median timestamp for tx4 is 0.9 (from {0.9,0.9,0.9,1.9,1.9}) and for txp is 1.0 (from
{0.0,0.0,1.0,1.0,1.0}). Pompe enforces tx4 < txp based on the majority’s slight preference,
completely ignoring the large gap observed by the minority where txp clearly precedes tx4.

e Manipulation Sensitivity: In the above profile, if just one node among the first three is
malicious and changes their report, they can dictate the relation. For instance, if Node 3
shifts their report slightly, they can flip the median. Previous works like Themis [Kelkar et al.
2023] have highlighted this class of manipulation attacks against median-based schemes;
our analysis confirms this fragility persists even under our generalized model.

e AOF Robustness: In contrast, AOF avoids enforcing a fragile ordering. With a reasonable
delay threshold (e.g., 8 > 0.1), the votes from Nodes 1, 2, 3 for tx4 < txp are invalid because
the gap (0.1) is insufficient. AOF would thus report no consistent ordering (or impose
txp < txy if the threshold ¢ allows the minority vote of 2/5 with sufficient gap). Critically, a
single malicious node in the first group cannot force an ordering of tx4 < txp because AOF
requires a valid time gap from a sufficient number of nodes, filtering out the “noise” of the
0.1 gap.

6.4.3  Summary of Median-Timestamp Comparison. In conclusion, AOF acts as a strict superset of
Median-Timestamp approaches. It validates the median approach where parameters align (Regimes
A/B), but correctly identifies fair orderings where median aggregates fail (Regimes C/D), while
providing superior resistance to noise and manipulation.

6.5 Case Study: Breaking Fairness Cycles

To illustrate the practical advantage of AOF, consider a scenario with three transactions txu4, txp, txc
and three nodes, where network jitter creates a Condorcet cycle in raw reception times. Suppose
the reception times (normalized) are:

e Node 1: tx4(0.1), txg(0.5), txc(0.9)
e Node 2: txg(0.1), txc(0.5), tx4(0.6)
e Node 3: txc(0.1),tx4(0.2), tx5(0.9)

Here, a majority (2/3) perceive tx4 < txp, txg < txc, and txc < txa.

¢ Block-Order-Fairness (Aequitas): Identifies the cycle and batches all three {tx, txp, txc}
into a single block with arbitrary ordering. The granularity is lost.
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¢ Bounded-Unfairness (Taxis): Must linearize the cycle while minimizing position displace-
ment, potentially outputting an order like txy4, txc, txg which violates the strong tx4 — txp
signal.

o AOF (Ours): With a time threshold 8 = 0.35, AOF examines the time gaps. The edges
txa — txp and txg — txc have gaps > 0.4 > 0 and are preserved. However, the edge
txc — txy relies on gaps of only 0.1 < 8. AOF correctly identifies this “return edge” as
noise indistinguishable from jitter. It filters out txc — txa, resolving the cycle into the strict
linear order tx4 < txg < txc.

This example demonstrates how AOF uses time magnitude to distinguish between statistically
significant orderings and spurious cycles arising from network latency.

6.6 Partial Summary of Advantages

Table 1 summarizes some of the distinctions. AOF stands out as the only definition that provides
strict pairwise ordering (preventing intra-block attacks), handles overlapping intervals (improving
upon Timed-Order), and runs in polynomial time (unlike optimal Bounded-Unfairness).

Fairness Definition Ordering Type Granularity Computational Complexity
Receive-Order-Fairness [Kelkar et al. 2020] Strict Pairwise Impossible N/A

Block-Order-Fairness [Kelkar et al. 2020] Block-Granularity | Coarse Polynomial
Timed-Order-Fairness [Kursawe 2020] Strict Pairwise Limited (Non-overlapping only) | Polynomial
Median-Timestamp-Fairness [Zhang et al. 2020] | Strict Pairwise Medium (Fragile) Polynomial
Bounded-Unfairness [Kiayias et al. 2024] Relaxed Pairwise | Fine (Parameter B) NP-Hard (Optimal)
Approximate-Order-Fairness (Ours) Strict Pairwise Fine (Parameter 0) Polynomial

Table 1. Comparison of Transaction Order Fairness Schemes

7 Theoretical Limits of Pruning Bad Reports

In this section, we analyze a theoretical variation where nodes perform an all-to-all broadcast of
transaction timestamps to enable the pruning of “bad” reports. While we adopt the non-pruning
approach for our main protocol due to its robustness and simplicity, analyzing the pruning case
provides insight into the theoretical limits of AOF.

We assume a protocol where nodes perform an all-to-all broadcast of transaction timestamps.
For each transaction tx, let the sorted timestamps be ts(;)(tx) < --- < ts(,)(tx). We define two
reference times:

® Tjoyw(tx): The largest time such that more than 1 — A fraction of nodes report a time at or
after it. That is, Tjo\, = tS(n—| (1-h)n)) (tX). Since at least one honest node must be in this set,
we know max;eq ts;(tx) = Tjpq,(tx). Combining with the synchrony bound, the earliest
valid honest report must be at least Tjo., (tx) — Agync.
® Thigh(tx): The smallest time such that more than 1 — h fraction of nodes report a time at or
before it. That is, Thign = tS(| (1-h)n +1) (tx). Similarly, this implies min;c ¢/ ts; (tx) < Tpign (tx),
so the latest valid honest report is at most T;gn (tX) + Async.
A report t is valid only if t € [Tjou (tX) — Agync, Thigh (tX) + Async].-
Definitions and Adversary Strategies. Throughout this section, we construct cyclic strategies
to prove infeasibility. We define:
e Mass: The fraction of the total node population assigned to a specific reporting group.
e Support: The weighted fraction of transaction pairs (tx;, tx;+1) for which a node reports
tiv1 = 1+ 0.
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We analyze three specific adversarial strategies Sy, S,, S3. In all cases, honest nodes form k + 1 groups
reporting {0,6,...,k6}.
e Strategy S; (Baseline): Adversary reports {0, ..., k0}. Always valid. Support = m
e Strategy S, (Anchored): Adversary reports {— 0.50, ..., (k+0.5)0}. Requires validity of
—0.50. Support ~ k+2
o Strategy S; (Aggressive): Adversary reports {—0, ..., (k + 1)0}. Requires validity of —6.

2
Support ~ 1;3

Conjecture of Tight Feasible Bounds. Based on the optimal strategies, we observe that for h < H,;;,
the adversarial support ®,,,; > h, rendering fairness impossible (since we require ¢ < h for honest
subset enforceability). Thus, feasible regions only exist for high h

(1) High h (h > Hepig), 0 > Agync/(k +0.5): Feasible if ¢ > k
(2) High h (h > Hepir), 0 > Agync/(k + 1): Feasible if ¢ > hk+1 +(1- h)%

THEOREM 7.1. (Infeasible parameters - Trivial Bounds) Regardless of 0, AOF is always infeasible
if ¢ < 1 — h, as the adversary possesses sufficient voting power to impose arbitrary constraints.
Additionally, parameter settings where ¢ > h are considered impossible, as honest nodes alone cannot
enforce the fairness condition against a non-participating adversary.

+1°

THEOREM 7.2. (Infeasible parameters - Disjoint Optimal Strategy) For any 0 < ASIZ"C , AOF is infeasi-

ble for ¢ < ®p;. The threshold Heyiy = IC(Z]:'—T}C); separates the regime where fairness is theoretically

impossible from the regime where it is merely constrained.

(1) Low h (h < Hcyit): The adversary uses strategy Sy, achieving support ®,p; > h. Since any
protocol requires ¢ < h, this renders fairness impossible for all valid ¢.
(2) High h (h > Hcyit): The adversary falls back to strategy Si.

k
k+1
ProOF. Setting Agync = k0, the adversary chooses between S; (support ’,:;) and S; (support £ T
Strategy S, reports —0.56, requiring Tj,,, < (k — 0.5)6. This requires the mass of reports strlctly
greater than (k — 0.5)0 to be < 1 — h. This tail mass consists of honest nodes at k6 (fraction %)

and adversary S; nodes at (k +0.5)0 (fraction 1 +2) The validity condition is:
h 1-h
——+——<1-h
k+1 k+2
Solving for h, we get h(k? +3k +3) < (k+1)%, or h < Heyj;. The support of S, mixed with honest
reports is &g, = ht mt(A-hs ket 5. Algebraic verification shows that ®s, > h exactly when h < Heyj;.
Thus, for h < H,yj;, no fea51ble (p < h exists that exceeds the adversarial support. For h > H,,jt, Sz

is invalid. The adversary is restricted to Sy, yielding ® = m < h. O

(Dopt =

Async

TueOREM 7.3. (Infeasible parameters - Continuous Optimization) For any 6 < 5%, since Hy =
Hepig, for allh < Hy, the optimal adversarial support satisfies ®opr 2 h. Thus, fairness is impossible for

h < H,. For h > Hy, the adversary is restricted to strategy Sz, with support ®op; = k+1 +(1-h) ’,:é

Proor. The analysis from Theorem 7.2 applies here with tighter constraints on 6 that allow for
strategy mixing. However, since the threshold for pure S; validity is the same (H, = H,,;;), and any
mixing with the more aggressive S3 only increases support, the condition ®,,; > h holds for the
entire range where S; or stronger strategies are valid. Specifically, we verified that for h < Hej,
®(S;) > h. Since S; provides strictly higher support, the optimal mix also satisfies ® > h. Thus,
strictly feasible regions only exist for h > H,. O
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8 Conclusion

In this paper, we revisited and rigorously characterized Approximate-Order-Fairness (AOF), whose
feasibility was previously dismissed in prior literature. We showed that AOF provides a practi-
cal middle ground between coarse-grained block-order fairness and computationally expensive
bounded unfairness. By leveraging network synchrony and introducing a time delay parameter 0,
we showed that it is possible to achieve strict pairwise ordering for transactions that are sufficiently
separated in time, thereby eliminating Condorcet cycles for feasible parameters.

We provided a comprehensive analysis of the feasible and infeasible parameter regions for
both non-pruning and pruning protocols. We showed that pruning bad reports can improve the
theoretical resilience of the system, allowing for tighter fairness guarantees with lower voting
thresholds. We presented practical protocols, including an all-to-all broadcast mechanism and a
more efficient leader-based approach, that implement AOF with polynomial complexity.

Future work includes extending AOF to partially synchronous networks where the bound Agyn is
unknown or variable, and investigating the incentives for rational actors to adhere to fair ordering
in decentralized exchanges. Additionally, implementing AOF in a high-throughput blockchain
and evaluating its impact on MEV (Maximal Extractable Value) mitigation remains an important
practical milestone.
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